ARUNDEL COMMUNITY LAND TRUST LTD.

DATA PROTECTION POLICY

1. Introduction

This policy describes how, why and when the Arundel Community Land Trust Limited
(ACLT) will collect and use personal information.

Personal information is defined as any data that relates to an identified, or
identifiable, natural person, and in particular “by reference to an identifier such as a
name, an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person”. Any such data must be handled in accordance
with the General Data Protection Regulation (GDPR) and other relevant legislation.

ACLT will collect and use a limited amount of personal data in the operation of its
core activities, such as maintaining a register of members, or keeping records of
those who have expressed an interest in our activities.

2. Seven Principles of Data Protection:
The GDPR outlines seven key principles of Data Protection:

1. Lawfulness, fairness and transparency
The ACLT must have valid grounds for holding personal data, must use that
data in a fair, open and honest way, and never in a way that is detrimental or
misleading.

2. Purpose limitation
The ACLT must be clear about our purpose for holding personal data, and
must not use it for any other purpose without first gain consent

3. Data minimisation
The ACLT must ensure that our use of the data is adequate to meet the
stated purpose, and limited only to what is necessary to achieve it.

4. Accuracy
The ACLT should take reasonable steps to ensure personal data it holds is
accurate, and if we discover something is out of date take reasonable steps
to update it, or alternatively erase it.

5. Storage limitation
The ACLT must not keep data longer than we need it, and be clear what that
period of time the data will be retained for.

6. Integrity and confidentiality (security)

The ACLT must ensure that we have appropriate security measures in place

April 2022 1



3.2

April 2022

to protect any personal data that it holds, limiting access to it and using
encryption to protect its storage.

7. Accountability
The ACLT is accountable for the protection of any personal data we hold and
must demonstrate how this is achieved.

Data used by the Arundel Community Land Trust

Ordinary/ Shareholder Members

The ACLT will use the names and contact details of its members in order to maintain
membership of the trust, and to communicate with members, for example serving
notice of meetings or providing updates on the ACLT’s activities.

Membership data will be held securely in electronic form and will be held for the term
of your membership and a further 6 years following resignation or removal from the
Members and Share Register.

The specific member data used by ACLT:

e Full name

e Home address

o Email address

e Telephone numbers

o Date of birth for members aged 11-15 inclusive

¢ Communications history (e.g. emails sent/received)

Board Members

In addition to the information the ACLT holds on it members, due their role and
responsibilities additional information about Directors and proposed directors of the
ACLT. The following information will be held:

e Full Name

e Home Address

e Email Address

e Telephone Numbers

¢ Date of Birth

¢ Information and statements submitted by the director as part of the
nomination process

o Declared interests, which may include employment information, property
ownership, business ownership, etc.

¢ Communications history (e.g. emails sent/received)

A record of the directors’ name and the period of board membership will be held in
perpetuity. The remaining data well be held in the Register of Directors for the term
of the director’'s membership of the board, and for 6 years following resignation or
removal from the board.
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Applicant Board Members

Members who submit applications for board membership will submit information to
the ACLT as part of the application process. This largely matches the information
held for board members above, however if unsuccessful this additional information
will be deleted, and only information relevant to their continued membership retained.

The following information will be held during the application process:

e Full Name

e Home Address

¢ Email Address

e Telephone Numbers

o Date of Birth

¢ Information and statements submitted by the director as part of the
nomination process

o Declared interests, which may include employment information, property
ownership, business ownership, etc.

¢ Communications history (e.g. emails sent/received)

Interested Individuals

Anyone interested in the work of the ACLT can express interest and subscribe to a
newsletter from the ACLT website. The following information is collected about
subscribers in order to send news and information about the ACLT:

¢ Name
e Home Address
e Email Address

This data will be held only for as long as the individual is subscribed to the
newsletter.

Expressions of Interest in Ford Road Project

During the transitional period leading up to the availability of the Arun District Council
e-form for registering interest in affordable house on the Ford Road site, anyone with
such an interest has been able to register that interest with the ACLT.

The information collected in order to record this interest will be used to advise
interested individuals to complete the Arun District Council e-form (also to register
with Help to Buy Agent if interested in Shared Ownership), help ACLT understand
local housing demand, and to provide updates to the registered individuals.

Also, in accordance with the Local Lettings and Nominations arrangements within the
s106 Agreement for the development, ACLT will liaise and share information with
Arun District Council and our Registered Housing Provider, Aster.

The following information will be held to support the registration of interest:



e Name (as provided)

e Home Address (if provided)

e Email Address (if provided)

¢ Nature of interest (shared ownership/rental)

e Confirmation they are happy to be contacted by the ACLT in future

Records will be held until Ford Road homes are allocated or until a request is
received to un-register from the individual concerned. In the event that a request is
received to un-register an individual ACLT will also request that any data shared with
Arun District Council and/or Aster is also deleted.

4.  Subject Access Requests

Any person for whom the ACLT holds data (the data ‘subject’) has a right to access
that data via a Subject Access Request. Requests must be made in writing at the
society’s registered address. A copy of the relevant records will then be made
available in a portable format.

5. Updating Data

There will be occasions where data held by the ACLT will become out of date, for
example when a member moves home and their address changes. Requests to

update these records can be made via email using the info@arundelclt.org email
address, or in writing to the society’s registered address.

6. Requesting Erasure
Any person for whom the ACLT holds data (the ‘data subject’) has a right to request
the erasure of their data — the right to be forgotten. Data subjects can request
erasure of their data in writing to the society’s registered address, following
resignation of membership and/or directorship.

e The ACLT will erase personal data as a matter of course when:

e |tis no longer required for the purpose for which it was collected

¢ ltis known to be incorrect and reasonable steps to correct it have failed
¢ lts defined retention period has expired

/. Data Storage
Data will be held in secure cloud based storage. Data will be encrypted at rest and
during transport. Access to the data will be restricted to those members of the ACLT
charged with processing data for its intended purposes, and will be subject to secure
authentication to prevent unauthorised access.

8. Data Breaches

Should personal data held by ACLT be subject to a breach, the ACLT will notify the
Information Commissioner’s Office within 72 hours of the breach being discovered,
and will notify any person whose data may be compromised once their identities are
known.
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The ACLT’s Data Protection Officer will retain a record of all data breaches.

0. Data Protection Officer

The ACLT will have a nominated Data Protection Officer (DPO) who will be
responsible for monitoring internal compliance, informing and advising on the
organisations data protection obligations, providing advice regarding Data Protection
Impact Assessments (DPIAs) and acting as a contact point for data subjects and the
supervisory authority. The DPO can contacted via the Society’s registered address.
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