ASTE R EASELINFNIIEN;

For joint Data Confrollers processing and sharing data
GROUP on an individuals behalf

1 Purpose
1.1 The aim of this agreement is to,

e ensure that personal and sensitive data is shared lawfully, according to the
Data Protection Act (DPA) and UK General Data Protection Regulations
(GDPR) 2018,

o document the nature of the data sharing and the measures that will be
taken to ensure the security of that data at all times

e outline the responsibilities of the Data Controllers regarding lawful data
sharing.

1.2 This document must be completed and signed by an authorised company
representative  from each organisation to confirm understanding and
acceptance of joint Data Controller obligations under UK GDPR.

1.3 If you would like to refer to Aster Group's Data Protection Privacy &
Confidentiality Policy before completing this agreement. This is available at
www.aster.co.uk/policies

This Agreement is between Aster Group* and Arundel
Community Land Trust (Registered Office Town Hall,
Malfravers Street, Arundel, West Sussex BN18 9AP) (both joint
‘Data Controllers').
Development and construction (including any defect
period) of Aster Group housing schemes. The partnership
between the Data Controllers aims to provide suitable
affordable housing for applicants meeting the appropriate
housing allocation criteria.
The lawful basis of the data processing and sharing is

e Performance of a Contract

- GDPR lawful basis o Legitimate Interests of both parties
' for processing

| (Article 8) Legitimate Interests of customers/residents (allocation and
defects period)

Parties

Nature and scope
of data processing

Potential Aster customer(s) name, address and contact
details may be supplied prior to the property being offered
fo the customer in accordance with the nominations

Types of personal agreement and allocations plan/policy and Aster customer
data processed name, address and contact details may be supplied at any
point from the property being offered to the customer to the
expiry of the 12 months defect period or satisfactory
completion of the defects period.

Special Category Not as standard process but may be shared by exception
data shared? during the allocation or defects period if this supports
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GDPR lawful basis
for processing SC
data (Article 9)

' Duration of
processing

Method of data
sharing

allocation or visiting the customer's property to carry out
defects works.

Consent of customer

As per duration of confract and Lease

Email, telephone, face to face meeting on or off site
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Data Controller obligations

2.1 Each Data Controller agrees to their obligations under UK GDPR including;

ensuring that it has established a GDPR lawful basis to collect and process
the personal data outlined above,

the accuracy, integrity, content and legality of personal data shared,
informing or gaining consent from data subjects to process personal data
above,

having appropriate technical and organisational data security measures
in place,

ensuring that staff processing the data are subject to a duty of confidence;
this means staff being appropriately trained in their responsibilities under
Data Protection, how they should access, use and store data safely and
lawfully and how to avoid data breaches,

ensure that all data processors have appropriate technical and
organisational data security measures in place, including Data Processing
Agreements, that are equivalent to those imposed on the Data Controller,
not store or transfer data outside of the UK or European Economic Areaq,
mutually assist the joint Data Controller(s) in fulfiling their obligations
under GDPR.

3 UK GDPR compliance obligations

3.1 Each Data Controller agrees to their obligations in complying with applicable
law on notification to and authorisation from the relevant UK Supervisory
authority i.e. the Information Commissioners Office,

Information Security breaches

3.2 Both Partners agree that any data breaches concerning data processed under the
Partnership that relates to the other Partner, to be reported without undue delay and
ideally within 24 hours.

Data breaches must be reported to the Aster Data Protection Officer at
dataprotection@aster.co.uk or by telephoning Aster’s Contact Centre on 0333 400

A A = AL Ao o L4

8222.

Individual Data Subject Rights

3.3 The GDPR provides the following rights for individuals;

The right to be informed

The right of access

The right to rectification

The right to erasure

The right to restrict processing
The right to data portability
The right to object

The Data Controllers agree to having appropriate organisational and technical measures in
place to assist Joint Controllers with complying with individuals exercising their Data Subject
Rights above. Further information is available from the Information Commissioner’s office
(ICO) https:/fico.org.uk/for-organisations/guide-to-data-protection/quide-to-the-general-data-
protection-regulation-gdpr/individual-rights/
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4 Data Retention

The Data Controllers agree to securely destroy or return all data shared by the other
on termination of this agreement or the related service contract unless retention is
required by law or there is a GDPR lawful basis for retention.

5 Data Protection Officer or nominated person

ARUNDEL COMMUNITY LAND TRUST

ASTER GROUP Nominated person is Tom Basham
DPQO is Nicola Miller Secretary is Hilary Knight
Email: dataprotection@aster.co.uk info@arundelclt.org

é Declaration of acceptance and participation

On behalf of the organisation specified below, | agree to the use and processing of
data in accordance with the conditions herein.

| declare that we have given nofification to the Information Commissioner and
registered the purposes for which the organisation may process and manage data.

R ASTER GROUP* ARUNDEL COMMUNITY LAND TRUST
Signed H'{("ﬁ leaghr-
e
Poson | secretay
oate  osine2om
:'ce:;s::qﬂon 268 beiow * NOTO_pFV)"COk;[ék

* Aster Group refers to Aster Group Ltd (the parent) and all subsidiary entities

**If your organisation is required to register with the ICO.

ICO REGISTRATION NUMBERS

o Aster Group 79842654
e Aster Communities 22964186
e Aster Property 79436053
e Aster Living 719435976
e Aster Homes 72708504
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Aster Foundation ZB328170

Aster 3 ZA273995

Synergy Housing 72945053

East Boro Housing Trust 77403861
Central & Cecil Housing Trust 27452516
Enham Trust 75492486

For more information on Data Protection and the obligations of businesses processing data please visit,
hitps://ico.org.uk/for-organisations/

Specific guidance and checklists for contractors,https://ico.org.uk/for-organisations/guide-to-the-
general-data-protection-regulation-gdpr/accountability-and-governance/contracts/
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APPENDIX A

S =Rrd Third Party Data Breach Reporting Procedure

GROUP

Applies to: All third parties processing or sharing Aster customer information

who have signed up to a Data Processing or Data Sharing

Agreement, namely,

- Aster’s third party contractors and suppliers, (known as ‘Data
Processors')

- Aster’s data sharing partners (known as ‘mutual Data
Controllers’)

Effective date: 25/05/2018

Contact: dataprotection@aster.co.uk

What is a personal data breach?

1.1 A personal data breach means a breach of security leading fo the
accidental or unlawful destruction, loss, alteration, unauthorised disclosure of,
or access to, personal data. This includes breaches that are the result of both
accidental and deliberate causes. It also means that the term ‘breach’ is

wider than the commonly recognised loss or inappropriate sharing of
personal data.

1.2 Personal data breaches can include, but are not limited to:
= qaccess by an unauthorised third party;
= deliberate or accidental action (or inaction) by a controller or processor;
= sending personal data to an incorrect recipient;
= computing devices containing personal data being lost or stolen;
= alteration of personal data without permission; and
= |oss of availability of personal data.

1.3 A personal data breach can be broadly defined as a security incident that has
affected the personal data'’s;

= confidentiality if someone accesses or passes it on without proper

authorisation
= integrity whenever it is lost, destroyed, corrupted
= availability data is made unavailable and this unavailability has a

significant negative effect on individuals.

Reporting a data breach

2.1 If your organisation is processing personal data on behalf of Aster, or regularly
shares data with Aster, and you believe there has been a breach of Aster
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customer data processed by your organisation, you must inform Aster within 2
hours of the data breach being identified.

2.2 During opening hours (Monday to Friday 8am — 5pm) you should telephone
Asters Contact Centre on 0333 400 8222.

2.3  Outside of office hours, you should also phone 0333 400 8222 where you will
be directed through to Asters Out Of Hours provider who will then notify the
Data Protection Officer.

2.4 Verbal contact must be made with an Aster employee (or our Out of Hours
provider) to comply with this procedure. Answerphone messages or emails
sent are not sufficient on their own.

2.5  When notifying us of the breach you will be asked for,

= the name of your organisation

= the nature of the breach and how it occurred,

= the type of information and approximate number of individuals
potentially affected,

= the name and contact details of the DPO or responsible person.

2.6 This information will be passed immediately by Aster's Contact Centre to the
Information Governance Team who will log the breach then make contact
you to determine any joint action needing to be taken to manage the
breach and meet any breach reporting obligations under the General Data
Protection Regulation (GDPR).

Process map

Breach identified by

third party
v
Office hours Out of office hours
Mon - Fri 8am - 5pm
Third party phones Callers will be redirected
Aster Contact Centre to the Out of Hours

v

Contact Centre collects:

Name of third party <

Nature of breach
Contact details

\ 4

Details passed to Data
Protection Officer (DPO)

v

Initial breach log created

v

DPO contacts third party to
assess level of breach
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Appropriate action taken in
line with Aster Breach
Pracedure
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